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Abstract: The network of cloud-edge-end collaborative passenger service systems faced severe risks of lateral movement
attacks. To ensure the secure and stable operation of such critical information infrastructure, a dynamic adaptive protec-
tion scheme integrating micro-segmentation and differential game was proposed. First, by distributedly collecting call
data between microservices, a global traffic view of microservices was constructed. Then, using a diffusion convolutional
recurrent neural network (DCRNN) -based traffic anomaly detection method, the spatiotemporal dependencies of mi-
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ity, and resource cost optimization. Simulations and experiments demonstrate that the proposed method can effectively
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business performance of passenger services. This provides a theoretical basis for the cybersecurity design of a cloud-edge-
end collaborative passenger transportation service system.
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